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Heads Up: Phishing Emails

Targeting City Suppliers

We want to make sure the small business community is aware of

a phishing campaign in which fraudulent emails impersonate City

employees and are sent to businesses that work with the City.

The City is aware of this activity and is actively addressing it.

 

These emails may ask recipients to send a payment or click a link

in order to “maintain compliance with City requirements.” The

sender names and email domains are designed to closely

resemble the City’s, so they can look legitimate at first glance.

 

A few simple precautions:

Don’t click links or open attachments in emails that

seem suspicious.

Don’t send money or payment information based solely

on an emailed request. Verify first by contacting the sender

at a phone number or email address you have previously

confirmed.

Don’t use contact information from the suspicious

email to verify it. Details in a fraudulent message may lead

straight back to the sender.

If you receive a suspicious email, please report it to

ReportScam@sf.gov. Thank you for your continued partnership

and for staying alert.



Prepare for Potential El Nino

Storms this winter

Take proactive steps to protect their operations, employees, and

customers from flooding, power outages, and other weather-

related disruptions. 

 

Additional resiliency resources are available on the Office of Small

Business website, and the San Francisco Small Business

Development Center also offers comprehensive tools to help

businesses strengthen their preparedness. 

 

Steps you can take now: 

Prepare for power outages. Keep flashlights, fresh batteries

and essential supplies accessible.

Elevate inventory in basements or low levels, secure loose

outdoor objects before high winds.  

Get sandbags if your business is prone to flooding. Public

Works offers San Francisco businesses up to 10 free

sandbags per address year-round, with Sandbag Saturday

events planned for November. Bring proof of a San Francisco

business address. Check sfpublicworks.org/sandbags for

current information.

Ask your insurance agent about flood insurance now,

including contents coverage for renters. National Flood

Insurance Program policies typically have a 30-day waiting

period before coverage begins. See if your business is in an

area prone to flooding in severe storms. SFPUC’s Rain Ready

resources explain more.

Sign up for AlertSF. Text your ZIP code to 888-777 or go to

AlertSF.org.

Stay informed. Check NWS Bay Area forecasts and warnings

at weather.gov/mtr, and visit sf.gov/storms for city

guidance. 
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Upcoming Contract

Opportunities

The below information is current as of the date of this newsletter. Always

look up each contract by event ID on SF City Partner for up-to-date

information.

Bay Division Pipelines Nos. 1 Through 4

Lining and As-Needed Pipeline Repairs

 

SFPUC

 

ID: WD-2914

 

Due 11/19/2026 by 2:00pm

CON27-0011 Alta Plaza Pathways (Micro

Set Aside)

 

REC

 

ID: 0000012208

 

Due 11/19/2026 by 2:30pm

1939 Market - Special Insp. Consultant

 

Owner: Mercy Housing

 

ID: 0000012187

 

Due 11/20/2026 by 5:00pm

TC99421 Tech Marketplace 3.0 Micro LBE

Set-Asides

 

Office of Contract Administration (OCA)

 

ID: 0000011404

 

Due 11/23/2026 by 2:00pm

Search all current contracting opportunities at SF City

Partner.
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Find all forecasted contracts by Department here, including

MOHCD.

 

Next LBEAC Meeting

In Person: December 3, 2026: 10:00 AM - 12:00 PM (Meeting

page)

City Hall Meeting Room 305

1 Dr Carlton B Goodlett Pl

 

Virtual: January 7, 2027: 10:00 AM - 12:00 PM (Meeting page)

Please note: registration is required to receive Teams link.

 

Link to upcoming LBEAC events

Monthly CMD Workshops

Nov 11, 2026

 

NOTICE: Workshop cancelled due to Veteran's

Day Holiday

Dec 2, 2026

10am - 12pm

1st Wednesday Workshop:

How To Certify Your LBE

Business

RSVP

Dec 9, 2026

10am - 12pm

2nd Wednesday Workshop:

Bidding on City Contracts: The

Nuts & Bolts of CMD Process

RSVP

Contact Us Helpful Links

Contract Monitoring Division

supportLBEs@sfgov.org

415-554-0630

CMD Website

LBE Certification

CAPP Loan

Program

LBE Directory

LBE Enforcement

Portal

LBE Advisory

Committee
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