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Depar t ment  Mission

The Department  of  Police Accountabilit y (DPA) is 
commit ted to providing the City of  San Francisco with 
independent  and impart ial law enforcement  oversight  
through invest igat ions, policy recommendat ions, and 
performance audits to ensure that  the Department  
ref lects the values and concerns of  the community it  
serves.
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Aut hor ized Use Case

Redact  conf ident ial informat ion f rom SB1421 Public 
Records media f iles prior to disclosure

3



Video Redact ion Example
Marked for Redact ion
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Redacted



Marking Object s

Veritone Redact identifies objects such 
as face shapes and license plates—it 
does not recognize or track individual 
faces or vehicles
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Marking Object s

Veritone Redact identifies objects such 
as face shapes and license plates—it 
does not recognize or track individual 
faces or vehicles
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Conf ident ial Inf ormat ion Redact ion Examples

1. PROTECT PERSONALLY- IDENTIFIABLE INFORMATION 
(PII): Birthdates, Social Security Numbers, Driver license 
numbers, Mobile phone numbers, Resident ial addresses

2. CONCEAL IDENTITIES OF COMPLAINANTS AND 
WITNESSES: Faces of  witnesses and bystanders

3. OTHER INFORMATION: Informat ion that  would reveal the 
ident ity of  a complainant , vict im, or witness, such as a 
family photograph appearing inside a residence
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Technology Descr ipt ion

Veritone Redact is a video redact ion sof tware tool that  enables 
government  agencies to ef f icient ly redact  sensit ive 
informat ion f rom audio, video, and image- based evidence. 

Machine- learning algorithms expedite the redact ion process by 
adding st ructure to unst ructured (raw) audio and video- based 
data in the forms of  t ime- correlated t ranscribed speech and 
automat ically detected objects (heads, laptops, license 
plates/ vehicle ends). The output  of  these algorithms is indexed 
so it  can be quickly selected for redact ion.
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Alt ernat ives t o Technology
● Evidence.com (body- worn camera footage only)

● Adobe Premiere Pro (labor intensive/ no t ranscript / no audit  
log)

● Apple Final Cut  Pro (Mac computer/ labor intensive/ no 
t ranscript / no audit  log

● Audacity (audio only)

● Professional Services Vendor Redact ion (requires two 
vendors and will cost  approximately $650 per hour of  edited 
video) 9

Presenter
Presentation Notes
Evidence.com is approximately $30,000 per license (?)
Adobe pro is for professional video editors
Audacity is free but all edits must be accomplished in one session
Professional services vendor – first hire transcriptionist to create transcript to mark for redaction, then send audio and transcript to video editor. 




Process Map – Current  St at e
There is no current  process for redact ing video because  
SB1421 crea ted th is  new obligat ion in  20 19.

Data  Lifecycle  Steps
● Video footage  collec ted and used as  evidence  during 

adminis t ra t ive  police  misconduct  inves t iga t ion
● Footage  s tored on secure  se rve r

○ Security fea tures : Department  of Technology virtua lized s e rve r management  
and da ta  protec t ion  unde r SF Cloud. FireEye  (HX) protec t ion , Tanium endpoint  
management , and Splunk a le rt s .

● Footage  remains  in  s torage
10



Process Map – Fut ure St at e
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Video footage is 
collected during an
administrative 
investigation, used 
as evidence, and 
stored on secure 
DPA servers

Copy of footage 
edited using 
Veritone Redact
• AI software pre-marks 

images with suggested 
redactions (Veritone
staff does not have 
access to the footage)

• DPA staff reviews, edits, 
and augments the AI-
suggested image 
redactions

• DPA staff redacts 
sensitive audio

Redactions are 
reviewed and 
approved by a DPA 
Attorney. Redacted 
video is stored on 
secure Veritone
cloud servers during 
redaction challenge 
period. Only DPA 
staff has access to 
the video.

Redacted video is 
published to an 
online public records 
portal



SB1421 Records 
Released

Officer-
Involved 
Shooting
18,495

Great-Bodily 
Injury
7,325

Dishonesty
2,538

Pages by Category

ht tps:/ / sfdpa.next request .com/
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https://sfdpa.nextrequest.com/


Est imat ed Project  Scope f or  Media Files

● Archived Cases

○ 3,200 hours of video

○ 6,200 hours of audio

● Ongoing Cases

○ 345 hours of video

○ 135 hours of audio
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Presenter
Presentation Notes
Estimates based on 5 hours audio per GBI and 10 hours audio per OIS
Approximately 1,220 archived cases (remember DPA did not investigate all prior OIS incidents and less video existed) 
Ongoing Estimate of 23 GBI and 2 OIS



Ret ent ion Schedule

● DPA is current ly using SFPD’s retent ion schedule and 
working to create its own

● Video marked for redact ion will be stored for three years 
following publicat ion to allow t ime for the public to 
challenge specif ic redact ions
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About  Ver it one

Veritone (NASDAQ: VERI) is a leading provider of  art if icial intelligence (AI) 
technology and solut ions. The Company’s  proprie tary opera t ing sys tem, 
a iWARE powers  a  diverse  s e t  of AI applica t ions  and in te lligent  proces s  
automat ion  solut ions  that  are  t rans forming both  commerc ia l and government  
organizat ions . a iWARE orches t ra tes  an  expanding ecosys tem of machine  
learn ing models  to t rans form audio, video, and other data  sources  in to 
ac t ionable  in te lligence . The  Company’s  AI deve loper tools  enable  it s  cus tomers  
and partners  to eas ily deve lop and deploy cus tom applica t ions  that  leverage  
the  power of AI to dramat ica lly improve  opera t iona l e ffic iency and unlock 
untapped opportunit ies . Veritone is  headquarte red in  Denver, Colorado, and has  
offices  in  Cos ta  Mesa, London and San  Diego. To learn  more , vis it  Veritone .com.
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Quest ions



Object  Tracking

Moving objects and reflections
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Transcr ipt s and 
Audit  Logs
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